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The Al Risk Repository: A Comprehensive HRLRECL

Meta-Review, Database, and Taxonomy of . o , N o o
Ko THIFRZETNAETEREN, AIET VO L—=V 7 L ERET (10%) Tlda R&ICHE

Peter Slattery™, Alexander K. Saeri™?, Emily A. C. Grundy'?, Jess Graham®, Michael Nostel™, Risto Uuk®®, James Dac®, hd‘ZD (65%) &j%ﬂ_-_\‘ghi L/T:o |ﬁ]*¥@%]’é‘@ ]) X@bg\ %;E}\] (35%) k%%f&b'\

Soroush Pour®, Stephen Casper’, and Meil Thompson'. (37%) (]: I_/ .’C-j%ﬂ—'_\,g h i [_/ jl,':o

"MIT FutureTech, Massachusetts Institute of Technology, “Ready Research, *School of Psychology, The University of
Queensland, *Future of Life Institute, *KU Leuven, *Harmony Intelligence, "Computer Science and Artificial Intelligence

Laboratory. Massachusetts Institute of Technalogy. Table c. %Bﬁ%@ﬁﬁﬁ-ﬁ; T }f{tg ﬂ?‘: AI '[) Z b 5‘—“.__&(\“__1: I_"/i’—/r .3’—/( . ﬁ . 94’ _-_:..: "/ﬁ

Comespondence to pslat@mit.edu.

Category Level Proportion
Abstract N 4%
Entity Al 51%
The risks posed by Artificial Intelligence (Al) are of considerable concern to academics, auditors, Other 15%
policymakers, Al companies, and the public. However, a lack of shared understanding of Al risks
can impede our ability to comprehensively discuss, research, and react to them. This paper EEWT% 2 35%
addresses this gap by creating an Al Risk Repository 1o serve as a common frame of reference. Intent E@Eﬂ]—(};b\ 37%
This comprises a living database of 777 risks extracted from 43 taxonomies, which can be filtered
based on two overarching taxonomies and easily accessed, modified, and updated via our website Other 27%
and online spreadsheets. We construct our Repository with a systematic review of taxonomies and FraA Hii 10%
other structured classifications of Al risk followed by an expert consultation. We develop our — .
taxonomies of Al risk using a best-fit framework synthesis. Our high-level Causal Taxonomy of Al T 70]3 ’l) {& 65%
Risks classifies each risk by its causal factors (1) Entity: Human, Al; (2) Intentionality: Intentional, Other 24%

Unintentional; and (3) Timing: Pre-deployment; Post-deployment. Our mid-level Domain Taxonomy
of Al Risks classifies risks into seven Al risk domains: (1) Discrimination & toxicity, (2) Privacy &
security, (3) Misinformation, (4) Malicious actors & misuse, (5) Human-computer interaction, (6)
Socioeconomic & environmental, and (7) Al system safety, failures, & limitations. These are further
divided into 23 subdomains. The Al Risk Repository is, to our knowledge, the first attempt to
rigorously curate, analyze, and extract Al risk framewaorks into a publicly accessible,
comprehensive, extensible, and categorized risk database. This creates a foundation for a more

coordinated, coherent, and complete approach to defining, auditing, and managing the risks posed M ITOD U7ﬁ§ |\U (I’%{féﬁg'fb \ %ﬁ%ﬁ(zﬁﬂzjé UZOD\EZ;KEDD \ E%ﬁéﬂéi$ﬂ@
by Al systems. *%ﬁ(:@jtb\éo

FALRSE\CEIC, ALICE D TBIFRIESNZENS(FFEAEAIZDED THOID.
T IOA(ICREITBEND NS,

htts://airisk.mit.edu/#Repository-Overview Ueh>TH 4 (37 TOMBITIRRE T, TOERETBIRIARRZBEN 3
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